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Memorandum of Collaboration



DATE:
     


TO: 
Jason Solis

Director, IT Infrastructure Services

FROM:
     
COPIES: 
R. Hoffmann, Assistant Director, Network Operations Center
S. Okuno, Director, IT Security and Compliance

P. Quan, Vice President for Information Technology Services and CTO
SUBJECT:
Memorandum of Collaboration (MOC) Regarding Department-maintained Equipment 
Purpose
This document details each party’s responsibilities for maintaining the department-maintained equipment described below.  Both parties desire that the equipment be in a safe, secure environment without interruption to job performance or the campus network.  Both parties desire that the equipment be secured in such a manner that the risks to the campus network and resources are adequately and sufficiently mitigated.  Both parties understand that equipment configuration, location, maintenance and user access must conform to all legal and audit requirements.
Parties
The collaborating parties are the        department, herein referred to as the Department, and Information Technology Services, herein referred to as ITS.
The Information Technology Consultant(s) (ITC) or department employee(s) responsible for ongoing security and maintenance of the Equipment is (are)      .
Equipment

The following is a detailed description of the equipment, herein referred to as the Equipment:      .
Serial number:      
State tag number:      
Location:      
Responsibilities
The parties agree to collaborate by fulfilling the following responsibilities:

1. The Department agrees to identify and provide contact information for the Information Technology Consultant(s) or other department employee(s) responsible for maintaining and securing the Equipment (e.g., ensuring that upgrades and patches are installed).  If the ITC or department employee changes, the Department agrees to notify ITS immediately.

2. The Department will incur all costs associated with the purchase and maintenance of all software installed on the Equipment.

3. The Department agrees to incur all costs associated with the purchase and maintenance of all hardware, including associated peripheral devices, of the Equipment.

4. The Department agrees  FORMCHECKBOX 
 / ITS agrees  FORMCHECKBOX 
 to perform all web, application and data administration on the Equipment.
5. The Department agrees that all web applications will be installed on a dedicated web server and that database applications will never be installed on web servers.

6. The Department agrees  FORMCHECKBOX 
 / ITS agrees  FORMCHECKBOX 
 to install all applications necessary for its data processing requirements on the Equipment.
7. The Department agrees  FORMCHECKBOX 
 / ITS agrees  FORMCHECKBOX 
 to apply security settings on the Equipment as provided by ITS.
8. The Department agrees to determine the users who will be allowed access to applications and data on the Equipment, and the users’ appropriate access levels.
9. If the Equipment is a “decentralized system” (i.e., any data system or equipment containing data deemed private or confidential or which contains mission critical data, including departmental, divisional and other ancillary systems or equipment that is not managed by central ITS), the Department agrees to abide by the information security audit requirements, responsibilities and reporting necessary to maintain user access controls.  These requirements are defined in ITS-2011-S User Access Control for Decentralized Systems.
10. ITS reserves the right to inspect the Equipment for all audit compliance requirements (e.g., presence of unencrypted protected data, currency of patches and upgrades, security settings, user access controls).

11. The Department agrees to create shared directories and grant appropriate permissions for authorized users of the Equipment.
12. The Department agrees to require all authorized non-employee users of the Equipment, including consultants, third party vendors and others, to read and sign ITS-2808 Information Confidentiality/Non-disclosure Agreement before being granted access to the Equipment.
13. The Department agrees to ensure that designated Department staff who will maintain the Equipment have completed the CSU Information Security Awareness training course and certification, and are experienced in the Equipment’s system security settings as required for audit compliance.

14. The Department will provide ITS an account with complete administrator privileges on all Equipment connected to the Cal State L.A. network.

15. If the system will be running Red Hat Linux, the items below apply:

· The Department will purchase a Red Hat Enterprise Linux license and support agreement, which must be renewed annually as long as the Equipment is connected to the Cal State L.A. network. 

· The Department agrees to allow the Equipment to be connected to the University’s Red Hat network management system.
· The Department agrees that the Equipment will be available to a “system group” that has been created within the University’s Red Hat network management system, through which ITS will be able to monitor the timely installation of patches and upgrades to the Equipment.

16. The Department agrees  FORMCHECKBOX 
 / ITS agrees   FORMCHECKBOX 
 to install the latest anti-virus protection software, ensure that it is performing properly and apply the latest virus definition files on the Equipment daily.  Zero day vulnerabilities must be installed immediately upon receipt.
17. The Department agrees  FORMCHECKBOX 
 / ITS agrees  FORMCHECKBOX 
 to apply appropriate and timely operating system patches and updates on the Equipment.

18. The Department agrees  FORMCHECKBOX 
 / ITS agrees  FORMCHECKBOX 
 to apply appropriate and timely application patches and updates on the Equipment.

19. If the Department does not apply current updates, patches and upgrades, ITS will notify the Department in writing of a brief time period to remediate the situation.  If the patches and updates are not applied within this time period, ITS will remove the Equipment from the campus network.  However, if the risk of a vulnerable system is deemed critical to the campus network or resources, ITS will first remove the Equipment from the network and then notify the Department in writing.  Once the critical patches and/or fixes have been applied, ITS will reconnect the Equipment to the campus network.

20. ITS reserves the right to disconnect the Equipment from the campus network if the Equipment is:

· Determined to be compromised in any way.

· Producing excessive network traffic.

· Issuing a denial of service (DOS) attack.

· Downloading or distributing illegal or copyrighted material.

· Is engaged in any other suspicious or prohibited activity that causes the University or campus resources, network and computing services to be negatively affected.
21. Requests for ITS services must be in writing and addressed to: ITS Infrastructure Services.   Requests can be hand-delivered or e-mailed to the ITS Help Desk (LIB PW Lobby or helpdesk@calstatela.edu).
22. The Department is responsible for submitting a notification to ITS when there are modifications or significant changes to this memo of collaboration.
Period of Agreement and Annual Renewal
This MOC becomes effective on the date of the final acceptance and approval below, and remains in effect for three years.  The Department is responsible for submitting a new MOC to ITS in advance of the agreement expiration.  If renewals are not received by the MOC expiration date, ITS reserves the right to remove the Equipment from the network.
Acceptance and Approval
The Department agrees to comply with all federal and state laws and regulations, CSU policies and standards and CSULA guidelines, standards and procedures related to technology and information security.

 This MOC must be approved by a department administrator with signature authority.
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	Jason Solis
	
	Director, IT Infrastructure Services
	
	Date





