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Purpose of the Department Representative’s CSULA-CSIRT Checklist
This checklist provides the major steps involved in handling an incident.  The actual steps to be performed may vary based on the type of incident, the nature of the incident and the strategies chosen for containment, eradication and recovery.  This checklist provides guidance but does not dictate the exact sequence of steps that should be followed.
This checklist is designed as an electronic form for use and updating on a computer and should not be maintained as a handwritten form.  Due to the confidential nature of information herein this form must be encrypted both at rest and in transit.  The encryption password must be unique to this incident and meet guidelines for creating a secure password.  The handling, retention and disposal of this form must follow all University guidelines for managing protected data.
Important note:  When collected evidence must be preserved, a clearly defined chain of custody shall be followed to avoid allegations of mishandling or tampering of evidence.  This involves keeping a log of every person who had physical custody of the evidence, documenting the actions they performed on the evidence and at what time, storing the evidence in a secure location when it is not being used, making a copy of the evidence and performing examination and analysis using only the copied evidence, and verifying the integrity of the original and copied evidence.  If it is unclear whether or not evidence needs to be preserved, by default it generally should be preserved.

Incident Information

	Incident Number:        
	Date:        
	Primary Contact:        

	Department:        
	Division:        
	Phone:        


Assigned CSIRT Department Representative
	Name:        
	Department:        
	Phone:        


Department Representative’s CSULA-CSIRT Tasks

	
	Task
	Yes
	No
	Assigned to

(if appropriate)
	Comments

	1
	Immediate Actions

	1.1
	Immediately complete ITS-2812 Information Security Initial Incident Report with as much information as is currently available and send to it the CSULA-CSIRT coordinator.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	1.2
	Record the Incident Tracking Number provided by the CSULA-CSIRT coordinator.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2
	Reporting

	2.1
	Begin documenting the investigation and gathering evidence, being careful to ensure that evidence can be preserved, if necessary.  Contact the CSIRT director or CSIRT coordinator for assistance, if needed.  (See Note above)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.2
	Complete ITS-2818 Information Security Incident Action Log when new or significant information is learned or actions are taken.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.3
	Notify University Police if criminal activity is suspected or confirmed.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	2.4
	Complete ITS-2819 Information Security Incident Status Report when it is determined that the incident is considered resolved.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


	3
	Analysis

	3.1
	Identify which resources have been affected and forecast which resources will be affected.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.2
	Estimate the current and potential technical effect of the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.3
	Determine if costs for the breach will be tracked.  If so, use ITS-2821 Information Security Incident Cost Estimate to capture cost data.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.4
	Follow the appropriate incident category checklist (see sections A through D below).  If the incident fits more than one of the categories, follow the checklist for each category.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4
	Departmental Coordination

	4.1
	Determine the department personnel who may be involved in responding to the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.2
	Coordinate actions to be taken by the department in response to the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.3
	Breach and Advance Media Notifications (if required)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.3.1
	Request breach notification template from Coordinator.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	4.3.2
	Ensure notification and advance media notification is timely, clear and concise and have been appropriately reviewed by Public Affairs prior to being sent.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	4.3.3
	If criminal activity is suspected or confirmed consult with University Police to see if breach notification or advance media notification can occur or if they must be delayed due to a criminal investigation.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	4.3.4
	If more than 500 California residents are to be sent notifications, send an electronic copy of the breach notification to the Attorney General.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	
	

	4.4
	If large numbers of inquiries regarding the incident are anticipated, plans for responding to inquiries in a consistent and timely manner must be made.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.5
	Ensure that the department has completed all actions required in response to the incident in the most expeditious manner.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5
	Incident Priority

	5.1
	If a Level 1 or 2 priority, work in conjunction with the CSULA-CSIRT director or coordinator.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.2
	If a Level 3 or 4 priority, when necessary request resources from the CSULA-CSIRT at assist with problem diagnosis.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


A.  Unauthorized Access or Modification to CSULA Information Assets
Response time is critical when attempting to contain an unauthorized access incident.  An appropriate combination of the following actions should be effective in the initial or final containment of an unauthorized access incident:

· Isolate the affected systems

· Disable the affected service

· Eliminate the attacker’s route into the environment

· Disable user accounts that may have been used in the attack

· Enhance physical security measures

Containment, Eradication and Recovery
	
	Task
	Yes
	No
	Assigned to

(if appropriate)
	Comments

	1
	Perform an initial containment of the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2
	Acquire, preserve, secure and document evidence.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3
	Confirm containment of the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.1
	Further analyze the incident and determine if containment was sufficient.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.2
	Check other systems for signs of intrusion.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.3
	Implement additional containment measures, if necessary.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4
	Eradicate the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.1
	Identify and mitigate all vulnerabilities that were exploited.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.2
	Remove components of the incident from systems.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5
	Recover from the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.1
	Return affected systems to an operationally ready state.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.2
	Confirm that the affected systems are functioning normally.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.3
	If necessary, implement additional monitoring to look for future related activity.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


B.  An Intentional Denial of Authorized Access to CSULA Information Assets
A denial of authorized access is an action that prevents or impairs the authorized use of networks, systems or applications.

Containment, Eradication and Recovery

	
	Task
	Yes
	No
	Assigned to

(if appropriate)
	Comments

	1
	Acquire, preserve, secure and document evidence.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2
	Contain the incident – halt the denial of service if it has not already stopped.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.1
	Identify and mitigate all vulnerabilities that were used.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.2
	If not yet contained, implement filtering based on the characteristics of the attack, if feasible.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.3
	If not yet contained, contact the Internet service provider for assistance in filtering the attack.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.4
	If not yet contained, relocate the target.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3
	Confirm containment of the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.1
	Further analyze the incident and determine if containment was sufficient.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.2
	Check other systems for signs of intrusion.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.3
	Implement additional containment measures if necessary.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4
	Eradicate the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.1
	Identify and mitigate all vulnerabilities that were exploited.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.2
	Remove components of the incident from systems.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5
	Recover from the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.1
	Return affected systems to an operationally ready state.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.2
	Confirm that the affected systems are functioning normally.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.3
	If necessary, implement additional monitoring to look for future related activity.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


C. Inappropriate Use of CSULA’s Information Systems or Network Resources.

Inappropriate usage is the use of information systems or network resources in a manner that violates CSU policies, CSULA standards and guidelines or the law.  For most inappropriate usage incidents, evidence acquisition is important.  Evidence storage is also an important consideration; address the threat of having evidence altered or destroyed.

In addition, the handling of inappropriate usage incidents requires discretion and confidentiality.

Containment, Eradication and Recovery

	
	Task
	Yes
	No
	Assigned to

(if appropriate)
	Comments

	1
	Acquire, preserve, secure and document evidence.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2
	Assess the incident
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.1
	Determine whether the activity seems criminal in nature, and if necessary, notify law enforcement.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.2
	Discuss incident indicators and possible actions with Human Resources Management or Judicial Affairs personnel, as appropriate.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.3
	Discuss liability issued with University counsel.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.4
	Keep the investigative team small and maintain strict confidentiality.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3
	If necessary, contain and eradicate the incident (e.g., remove inappropriate materials).
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4
	Recover from the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.1
	Return affected systems to an operationally ready state.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.2
	Destroy investigative materials when directed to do so by University counsel or law enforcement.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


D. Attempted or successful Unauthorized Access, Use, Disclosure, Modification or Destruction of Information or Interference with System Operations

Containment, Eradication and Recovery
	
	Task
	Yes
	No
	Assigned to

(if appropriate)
	Comments

	1
	Perform the initial containment of the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2
	Acquire, preserve, secure and document evidence.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.1
	Verify authenticity and origin of data loss or system interference.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.2
	Identify the data or system operations that were compromised.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	2.3
	Identify how the data or system operations were compromised.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3
	Assess the potential damage.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.1
	Identify the individuals or departments potentially affected.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.2
	Estimate the current and potential technical effect of the incident.

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	3.3
	Estimate the potential economic damage caused by the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4
	Contain the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.1
	Identify protection mechanisms.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	4.2
	Verify protection mechanisms are functioning properly.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5
	Eradicate the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.1
	Analyze the incident and determine if containment was sufficient (including checking other systems for signs of intrusion).
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	5.2
	Implement additional containment measures if necessary.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	6
	Recover from the incident.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	6.1
	Restore the affected systems to an operationally ready state.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	6.2
	Confirm that the affected systems are functioning properly.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     

	6.3
	If necessary, implement additional monitoring to watch for future related activity.
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     
	     


The information contained in this document is confidential and should be maintained and safeguarded as Level 1 Confidential Data.

