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Purpose
In compliance with CSU Information Security Policy 8100.0, Electronic and Digital Signatures, and CSU Electronic and Digital Signatures Standards and Procedures, 8100.S01, Cal State L.A. is permitted to use electronic and digital signatures in lieu of handwritten signatures provided they conform to the terms set forth in the policy and the standard.  Electronic and digital signatures may not be used without prior risk evaluation and approval by the vice president for Administration and Finance/Chief Financial Officer.
Definitions
Electronic Signature – An electronic signature is an electronic sound (e.g., audio file of a person’s voice), symbol (e.g., a graphic representation of a person in JPEG file), or process (e.g., a procedure that conveys assent), attached to or logically associated with a record, and executed or adopted by a person with the intent to sign the record.

Digital Signature – A digital signature is a specific type of electronic signature that uses cryptographic transformation of data to provide authenticity, message integrity, and non-repudiation.  
Requirements
Electronic and digital signatures must be created by a technology accepted for use by the State of California and conform to technologies capable of creating digital signatures as set forth in California Government Code Section 16.5.

1. It is unique to the person using it;

2. It is capable of verification;

3. It is under the sole control of the person using it;

4. It is linked to data in such a manner that if the data are changed, the digital signature is invalidated; and

5. It conforms to regulations adopted by the Secretary of State – California Code of Regulations Title 2, Division 7, Chapter 10.

Appropriate Use
Electronic signatures are permitted for the following:

· Internal campus or Chancellor’s Office uses involving low risks (e.g., forms, letters, requisitions, surveys, etc.)
Digital signatures are required for the following:

· Records or documents where a signature is required by federal law, California law, or CSU Policy.
· Whenever the level of risk from authentication errors is high.

Evaluation of Risk

An evaluation must first be performed by the authoritative operational unit to determine risks associated with using an electronic or digital signature, including the quality, security and method required for a given type of content or document.  This evaluation process should use the table below in section 3 Level of Risk.  The results of this assessment must be documented and included with the official record of approval and any proposals submitted to the record custodian.
Instructions
· Complete sections 1 through 4 below and have the responsible dean or vice president approve the request.  Section 3, Level of Risk, is required to determine the potential impact of authentication errors.
· Submit the completed form to the vice president for Administration and Finance, ADM 604, for approval.
· Upon approval, the request will be forwarded to the director for IT Security and Compliance for security guidance and document retention for audit compliance purposes.

1.  Contact Information
	Contact:       
	Department:        

	Phone:        
	Email:        


2. Business Process Information

	Business Process Name:        

	Business Process Description:        

	Is this process internal to Cal State L.A.?
	Yes    FORMCHECKBOX 

	No    FORMCHECKBOX 


	Are there any laws, executive orders or memorandums that require a handwritten signature for this process?
	Yes    FORMCHECKBOX 

	No    FORMCHECKBOX 


	If yes, please provide the name of the document.       


3. Level of Risk
	Impact Values

Using the table below, rate the process to determine the assurance level required to mitigate the potential impact of authentication errors.

	Low:
	The loss of confidentiality, integrity and availability could be expected to have a limited adverse effect on organization operations, organization assets or individuals.  Example: Request for Travel or Travel Expense Claim.  This is an internal campus process dealing with low dollar transactions.

	Moderate:
	The loss of confidentiality, integrity and availability could be expected to have a serious adverse effect on organizational operations, organization assets or individuals.  Example: Procurements over $50,000, contract negotiations and settlements.

	High:
	The loss of confidentiality, integrity and availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organization assets or individuals.  Example: Processes dealing with public safety or structural compliance.

	Potential impact categories for signature authentication errors
	Low
	Moderate
	High

	Inconvenience, distress or damage to standing or reputation
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Financial loss or agency liability
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Harm to agency programs or public interest
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Unauthorized release of Levels 1 and 2 confidential information
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Personal safety
	
	
	 FORMCHECKBOX 


	Civil or criminal violations
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 



4. Signature Recommendation
	 FORMCHECKBOX 

	This business process may utilize an appropriate electronic signature method.

	 FORMCHECKBOX 

	This business process must use a digital or handwritten signature.


5. Approvals
	Dean or Vice President
	
	
	
	

	
	Signature
	
	Date
	

	Vice President for Administration and Finance
	
	
	
	

	
	Signature
	
	Date
	

	University Counsel *
	
	
	
	

	
	Signature
	
	Date
	

	*Required only if proposed use of a digital signature requires review to determine if it is legally permitted.
	


6. IT Security and Compliance
	Director for IT Security and Compliance
	
	
	
	

	
	Signature
	
	Date Received
	

	For Digital Signature Use Only
	
	
	
	

	Digital Certificate Processed:
	
	
	
	

	
	Issue Date
	
	Expiration Date
	
	Revocation Date *
	

	Digital Certificate Administrator:
	
	
	
	
	
	

	
	
	
	
	


* Per CSU Information Security Policy 8100.0), Section 12.1, all digital signatures must contain an expiration date. It is recommended that the expiration date not exceed one (1) year from the date of original issue or date of last renewal and may not exceed three (3) years.
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